Interdisciplinary Description of Complex Systems 14(3), 277-295, 2016

INSPECTING COMPLIANCE TO MANY RULES:
AN AGENT-BASED MODEL

Slaven Smojver*

Croatian National Bank
Zagreb, Croatia

DOI: 10.7906/indecs.14.3.1 Received: 31 January 2016.
Regular article Accepted: 31 May 2016.
ABSTRACT

Ever increasing scope and complexity of regulations and other rules that govern human society
emphasise importance of the inspection of compliance to those rules. Often-used approaches to the
inspection of compliance suffer from drawbacks such as overly idealistic assumptions and narrowness
of application. Specifically, inspection models are frequently limited to situations where inspected
entity has to comply with only one rule. Furthermore, inspection strategies regularly overlook some
useful and available information such as varying costs of compliance to different rules.

This article presents an agent-based model for inspection of compliance to many rules, which
addresses abovementioned drawbacks. In the article, crime economic, game-theoretic and agent-based
modelling approaches to inspection are briefly described, as well as their impact on the model. The
model is described and simulation of a simplified version of the model is presented. The obtained
results demonstrate that inspection strategies which take into account rules’ compliance costs perform
significantly better than random strategies and better than cycle-based strategies. Additionally, the
results encourage further, wider testing and validation of the model.
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INTRODUCTION*

In 1788 in The Federalist James Madison? famously stated: If men were angels, no government
would be necessary. If angels were to govern men, neither external nor internal controls on
government would be necessary. However, men, as we know, are not angels.

Human society of today is reliant on an ever-increasing mass of regulations, rules and other
social norms. Changes in regulations reflect changes in society and in our understanding of
the processes inside society as well as between society and the environment. Increase in
society’s interconnectedness and complexity is reflected by the rise in scope and complexity
of regulations, particularly in areas such as financial regulation [1] and environmental
regulation [2], and in particular in the US and the EU.

In democratic societies, regulations typically introduce limitations and rules of conduct that
should, in the end, be beneficial to the society as a whole. However, to individuals and
organizations that have to obey those regulations, they might seem overly cumbersome,
useless or even counterproductive. If opportunity arises, individuals as well as companies
might try to violate the rules or shirk from their responsibilities since, as Madison pointed out,
men are not angels. Therefore, there usually has to be a detriment or penalty for noncompliant
entities, for regulations to be effective. Since regulations are typically not self-enforcing, they
require some sort of external coercion mechanism such as law enforcement agencies,
inspection agencies, etc. Inspection agencies and similar organizations usually want to
achieve maximum compliance with rules and regulations under their authority. However,
those agencies are not omniscient and usually cannot know whether an entity is compliant or
not, without performing some sort of inspection procedure. On the other hand, inspection
procedures and available resources are rarely such to allow total coverage of all constituents.
Therefore, one of the key challenges for any inspection organization is optimal selection of
entities for inspection. This selection process should identify — as correctly as possible — violators,
and punish them. Additionally, the inspection procedure should serve as a deterrent to unwanted
behaviour. To complicate matters further, the expanding regulatory landscape and rise in
complexity and numerousness of constituents is often not met with correspondingly
expanding inspection resources. Therefore, rise in efficiency of the inspection selection
process becomes paramount.

Inspection selection and inspection itself have been objects of extensive scientific inquiry.
There are several approaches to the matter, and each has noteworthy weaknesses. Firstly,
analysis of historical data delivers valuable insights, but it cannot establish causation and isolate
variables. Real-world experimentation is often legally impossible or ethically unacceptable.
Laboratory setups and surveys can be performed, but often encounter difficulties when trying to
recreate real-world setups and incentives. Finally, various modelling approaches are often
utilised, but they are also plagued with shortcomings such as overly simplistic assumptions,
narrow outlook, limited application, analytical insolvability, lack of empirical validation, etc.

This article outlines several modelling approaches to analysis of the inspection problem and
underlines their advantages and limitations. Moreover, the article presents ICARUS
(acronym: Inspecting Compliance to mAny RUIeS), an agent-based model for inspection of
compliance to many rules. The model describes a generic environment in which one
inspection agency inspects compliance of a set of entities to a group of rules. Finally, the
article demonstrates a simplified simulation environment of the model and tests the working
hypothesis that conduct of inspections based on knowledge of resource needs for compliance
reduces total non-compliance in the system.
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INSPECTION MODELS: ASSUMPTIONS AND APPROACHES

Inspection models are based on numerous assumptions about human behaviour and motives.
Some assumptions are intuitively understandable, while others less so. Moreover, inspection
models’ outcomes can be vastly different and even contradictory, depending on the
underlying assumptions.

In this section, the basic assumptions arising from the human rationality and its boundedness
are briefly explained and two main modelling approaches — inspection games and agent based
modelling — are outlined.

CRIME ECONOMICS AND HUMAN RATIONALITY

Traditionally, non-compliance with the established sets of social norms, including laws, was
considered a sign of lack of character, mental illness or social inadaptability. 18" century
economists and criminologists started to change that outlook by describing humans as rational
beings who make decisions based on scrupulous analysis of potential benefits and costs of
their actions. Cesare Beccaria in his seminal work On Crimes and Punishments in 1765 extended
the utility theory to crime and argued that, in regards to criminal justice, people act with free
will, in rational manner and try to achieve their own personal gratification. Accordingly, people
will be deterred from crime when the punishment outweighs benefits of the crime.

The notion that human rationality is the foundation of decision-making dominates classical
economics. In the context of economics of crime, Becker formalized that idea through his
economic model of crime [3]. According to the model, potential criminals make their
decisions based on comparison of benefits of crime and expected costs, which reflect
sanction cost and probability of sanction’s occurrence. This model does not apply only to
individuals, but to companies and other organizations as well. It could be argued that
companies, and especially publically traded companies, present an even more “natural”
background for the economic model of crime since their utility function is unambiguous —
maximization of shareholder profit. Hence, companies (or their management) are even
more likely to try to objectively assess benefits and expected costs of crime (or non-
compliance) and act accordingly.

The economic model of crime allows deduction of further conclusions. In complex environments
such as banking, companies have to obey a myriad of rules. Violation of rules will, if detected,
result in sanctions, and costs of those sanctions might vary in respect to the rule that was
violated. However, in many regulated environments fines (sanctions) are pre-determined and
are often the same for groups of rules or even for all the rules contained in a legal act.
Although compliance with the rules might not have any direct benefits for the regulated entity,
it will — almost certainly — incur certain costs. Those costs will vary, depending on the
requirements of specific rules. Some rules might be inexpensive to comply with (e.g. rules with
details on how to perform various administrative procedures), some could require
considerable resources (e.g. establishment of certain processes or organizational units) and
some could incur massive costs (e.g. additional capital requirements). In such setup,
companies might objectively assess compliance cost, sanction cost and probability of its
incurrence and decide to comply with some rules while violating others.

However, although the rationality hypothesis is very useful in analysis of human behaviour,
it is also highly demanding. Perfect rationality requires complete knowledge of the
environment — in our simplified case; it would imply perfect knowledge of potential
benefits and sanctions of non-compliance, as well as perfect knowledge of probability of
sanction’s occurrence. Furthermore, it requires clear preferences, unbiasedness and ability
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to calculate perfectly, in real time [4]. These strong requirements are often unattainable in
real life, and the human rationality requirement is often softened via the concept of
bounded rationality. Bounded rationality, which was first presented by Simon [5], relaxes
rationality requirements by acknowledging that although humans try to make fully rational
decisions, they are fallible in their decision-making — they have biases, they are unable to
calculate probabilities perfectly, they make mistakes in logic and act in situations with
incomplete information. Experimental evidence supports the idea that human rationality is
bounded in the area of crime economics [6].

Inspection models mostly heavily rely on ideas of rationality and/or bounded rationality.

GAME THEORY AND INSPECTION GAMES

Game theory can concisely be described as a formal study of conflict and cooperation [7] and
was first applied to inspection problems by Dresher in 1962 [8]. Although it was initially
applied to inspection of compliance to nuclear disarmament treaties, in subsequent years it
was applied to a plethora of inspection problems. The applications include accountancy and
auditing, tax inspection, enforcement of environmental regulations, crime control, smuggling
(so-called smuggling game), relationship between politicians and bureaucrats (so-called
oversight game), etc. Overview of literature on inspection game can be found in [9-11].

Inspection game, in game theoretic setting, presents a special class of non-cooperative
games®. The basic interactions in the inspection game are shown in Figure 1. An entity that is
obliged to comply with a certain rule decides (step 1) to comply or violate that rule. In step 1l
inspector decides whether to inspect the given entity or not. When deciding whether to
violate or comply, the entity does not know with certainty whether the inspector will inspect.
Correspondingly, inspector — when deciding whether to inspect or not — does not know
whether the entity violates the rule or complies with it. Payoff matrix is shown in table in the
Figure 1. The game has no stationary equilibrium since relationships between payoffs imply
that players always have reasons to change their strategies. l.e. if the entity knew that
inspector will inspect, it would comply with the rules. However, if inspector knew that the
entity will comply, it would prefer not to inspect. And if the entity knew that inspector will
not inspect, it would violate, which would then entice inspector to inspect, and so on. Arrows
in the payoff matrix indicate the order of players’ preferences.

Inspector | Inspect | Not inspect
_ (@) (1-a)
Entity PR E—
Comply i ien | a
(1-p) €ci €cn
Violate ivi N
(p) M v evn
................................ >
€ci = ey icn > ey
evn = Ecn v > Iy

Figure 1. Inspection game in extended and in normal form.
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In line with that, the only equilibrium strategies are mixed strategies. That is, if p is
probability of violation and q is probability of inspection, the optimal mix of pure strategies
was calculated by Tsebelis [12] and is given by (1)*:

* LVN— lvI * €CN— eVN

P = ici— icN+ lyN—lvi T = ecN— evn+ evi— ecr’ (1)
The values of p* and g* reflect the essence of the game-theoretic approach to inspection.
Game theory is analysis of strategic interaction between players and, in line with that,
decisions of each player are primarily influenced by what that player believes will be the
actions of the other player. Accordingly, entity’s probability of violation (p*) is influenced
exclusively by inspector’s payoffs, and inspector’s probability of inspection (q*) is influenced
exclusively by entity’s payoffs. Significant complications arise with such result, namely, it is a
very bold assumption that entity will know all inspector’s payoffs and vice-versa. Because of
described relationship between payoffs, both players in an inspection game have incentives to
hide their motivations and, hence, payoffs from the other player. Furthermore, stated solution
implies that entity’s decision whether to violate (p*) is completely independent of the size of
penalty (ev)) which is in contradiction with the economic model of crime and some
experimental results [6]. Tsebelis’ conclusions have been studied and analysed (interestingly,
Tsebelis” model was rarely tested experimentally [13; p.156]) and it has been concluded that
the analytical results are valid, but that they reflect a very simplified setup (one-off game with
only 2 players and with complete information) [14]. Furthermore, divergences between
results of the simplified model and reality can be explained by players’ bounded rationality
[6]. It is interesting to note that the situation where one centralised inspection agency inspects
compliance of numerous agents fits Becker’s model much better than Tsebelis’ [15].

Many classic inspection games consider similarly simple setup. However, most real-life
scenarios (e.g. financial inspection, inspection of environmental protection, compliance
audits, etc.) require introduction of more complex parameters such as:

1) the game is played repeatedly,

2) there is more than one entity that can be inspected (one-inspector-n-inspectees or m-
inspectors-n-inspectees scenarios),

3) players' rationality is not perfect but bounded,

4) players possess imperfect and incomplete information,

5) players are heterogeneous (e.g. entities are characterized by different payoffs, possess
different information and their rationality is bounded in different ways), and

6) players learn and adapt.

Introduction of more complex parameters to the inspection game makes the model more
realistic, but also significantly complicates or even thwarts its analytical solvability. Authors
who study inspection games continually add complexity to their models, however, even
recently developed inspection game models that introduce complications and better
correspond to the situation that is analysed in this article still include very limiting assumptions.
E.g. in a setup that is somewhat similar to the one analysed in this article, Deutsch and Golany
describe a finitely repeated inspection game with single inspector and several agents, where
inspector tries to optimally allocate limited inspection resources [16], but the game still has
very limiting assumptions such as complete information.

Although inspection games might be limited in their ability to introduce complexity and
remain solvable, elements of inspection game and general circumstances described in the
inspection game can be successfully used in other modelling approaches such as agent-based
modelling. Furthermore, game-theoretic setting has a great value in highlighting strategic
relationship between actors.
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AGENT-BASED MODELLING (ABM)

Agent-based modelling (ABM)® arose from research on complex adaptive systems. Agents are
independent, commonly software-implemented entities, which have a set of characteristics,
take actions depending upon certain conditions and interact with each other [17]. There are
numerous sources that describe when [17], how [18-20] and why [17] to use ABM.

ABM is being used in the field of social sciences, because of its unique capabilities for describing
complex systems, knowledge discovery and hypothesis testing [21]. The ABM approach is
particularly relevant in cases where it is not possible to conduct experiments to test certain
social phenomena because of ethical or legal considerations. In addition, the cost of model
development and running of simulations is typically significantly lower than the cost of
conducting experiments that test certain social phenomena.

ABM and game theory are, in many ways, considerably different approaches to modelling. While
the game theory is structured, analytical and demanding in constructing and solving of the
models, the ABM allows great flexibility in devising models and setting their parameters. ABM
can also easily incorporate ideas and concepts from game theory, crime economics, etc. Parameters
such as those mentioned in the ordered list in the previous chapter are easy or even trivial to apply
and implement. ABMs that model inspections often use assumptions from the inspection game
and particularly the assumption about bounded rationality of agents. Interestingly and more
generally, vast majority of agent-based models implement bounded rational agents [17]. It is no
wonder then that ABM has been extensively used for analysis of inspection problems.

The area where ABM is particularly extensively used is analysis of tax compliance and tax
inspection. Tax inspection models are often very different, particularly in relation to their
complexity. For example, in [22-27] a number of models have been described and analysed,
each with different assumptions, different levels of complexity (models that were developed
earlier are simpler, and later models are more complex), different validation methods and are
developed in different simulation environments. ABM has also been used in analysis of
(inspection of) crime [6, 28] and banking supervision [29]. All cited ABM inspection game
models (with exception of [29]) model situations in which compliance to only one rule is
analysed (one-entity-one-rule).

The most significant downside in use of the ABM is difficult rigorous validation of the
model. Most ABM models are very specific and are validated (if at all) against a limited set
of narrow, field-specific data.

THE ICARUS MODEL

The main motivation for development of the ICARUS model is the fact that inspection
models almost exclusively consider one-entity-one-rule environments, which is a very bold
assumption, especially when considering inspection of regulatory compliance in highly
regulated areas (financial services, environmental protection, etc.). Further motivation is to
have a polygon for testing the hypothesis that use of knowledge about resource needs in
conduct of inspections can reduce the total number of violations in the system, which might
be particularly relevant for regulatory compliance in highly regulated areas.

The proposed ICARUS model is an agent-based model of compliance inspection in which
one inspection agency (inspector) inspects whether a set of entities (agents) are compliant
with a set of rules. The main motivations for use of the ABM approach are flexibility of such
approach, legal restrictions concerning experimental approach to regulatory compliance and
limitations of purely game-theoretic approach.

In the following sub-chapters, modelling environment, assumptions and formal representation
of the ICARUS model are presented.
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MODEL ASSUMPTIONS AND THE GENERAL OUTSET

The basic idea and driver for development of the resource requirements focused model is the
assumption that costs of compliance can be used as signals that are available to inspector
(with some degree of accuracy). Based on those signals, inspections could be directed in a
way that would detect non-compliance with higher precision and, in turn, reduce total non-
compliance in the system.

There are 2 types of actors in the model (inspector and entities) with conflicting interests.
Relationship between the inspector and entities can be described, in game-theoretic terms, as
a non-cooperative, non-zero sum, finitely repeated inspection game between one inspector
and several inspectees (entities), with incomplete information. The model operates in discrete
time intervals. In each interval entities make violate/comply decisions for each rule, and
inspectors make inspect/not inspect decisions for each entity-rule pair.

Entities and inspector behave as follows:

1) each entity is characterized by a decision-making process that includes an internal
component, which reflects entity’s compliance resource requirements, and an external
component by which entity assesses probability of inspection, based on some known
inspector-related parameters, and

2) inspector’s decision-making process is determined by the selected inspection strategy. In
essence, it is an optimal assignment problem since the inspector is trying to optimally
allocate his limited inspection resources to achieve the lowest total number of violations in
the system. However, an important drawback for inspector is that he does not know the
total number of violations in the system at any time (unless he can inspect all entity-rule
pairs simultaneously, which is not a realistic prospect and trivializes the inspection problem).

The model fully utilizes advantages the ABM approach. First and foremost, agents (entities)
are heterogeneous:

1) entities are characterized by different resource requirements needed for compliance (costs
of compliance) with each of the rules. These differences in costs of compliance reflect
differences in entities' internal organization, complexity, size, business model, etc.
However, although there are some differences in resource requirements between entities,
resource requirements also have and underlying orderedness across entities, which is also
known to inspector (e.g. in any bank, costs of capital requirements are higher than costs
associated with some administrative procedure), and

2) entities differ in their risk appetite (or risk preference), which influences their assessment
of the inspection probability. Risk appetite variable reflects two findings: Firstly, risk
preferences differ among people and might present a stable personality trait [30]; secondly,
decision-makers are not perfectly rational when assessing risk [31]. This bias also models
agents' bounded rationality in decision-making.

Furthermore, the model assumes imperfect and incomplete information. A limited set of
variables are known to all players (inspector and all entities), while the majority of variables
are known only locally. Every entity knows only its own payoffs. Entity’s utility function is
based on the economic model of crime and is influenced by costs of compliance, costs of
mandatory punishments and entity’s own assessment of probability of inspection of each rule.

When assessing the probability of inspection, entities consider their own inspection history
record and based on that and some general information about the system, try to estimate
probability of inspection in that time interval. Furthermore, each entity is locally connected to
several other entities and shares information with them. Of particular interest is information
whether violations were punished or not, which either reinforces compliance (if violations are
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punished) or noncompliance (if violations are unpunished). This mechanism mimics
experimentally observed “broken windows” dynamics [13].

The model presumes that entities and inspector use their historical data (memories) about
inspections to make assumptions about the future. Such approach is in contrast with the idea
of forward-looking decision-making by a rational individual, but fits well with the idea of
boundedly rational behaviour and empirical findings related to learning from experience [32].

FORMAL DESCRIPTION OF THE MODEL

Let € = {1, ...,n} be a set of n entities (agents, organizations), n € N, where each entity in €
is obliged to comply with all the social norms (rules) contained in 0 = {1, ...,m}, m € N.
Each entity in € at every discrete time interval t in set T = {1, ..., 7} decides whether to
comply or violate each of the rules contained in 0. Compliance with the rules is monitored by
the inspection agency (inspector) 7. In every t € T, J decides whether it will inspect each of
possible combinations (pairs) of entities and rules. When entity i decides whether it will
comply or violate rule j in t, it does not know whether 7 will inspect {i, j} at t. Analogously,
when J decides which pairs of entities and rules it will inspect at ¢, it does not know the state
of compliance. However, after inspecting {i,j} at t, 7 knows, with certainty, whether i
complied with or violated j at that time. The described interaction is displayed in the Figure 2.

{1, 1} {1, 2}

C v C \

) N , N
c \4 C \ C \4 C \4
I, N | N |y N N | N, N | N |, N

Figure 2. Inspector-entity interaction displayed in the extended-form.

t=1

) N ) N

If the inspector detects violation of a rule, it will punish respective entity with a fine. Fines
can be rule-specific and are contained in the vector:

k = (ky,...km), {kj | k; € ZAk; < 0}, Vj € 0. (2)

Features and behaviour of entities (agents)
Entity i is characterized by a vector of resource needs for fulfilling each rule in O:
C; = (Cill ""Cim)l {Ci]' | Cij ERA Cij < 0}, Vi € S,V] € 0. (3)

Furthermore, entities differ in their risk appetite, which influences their assessment of
inspection probability. Risk appetite of the entity i is given with (4):

1 €ER,Vi € E. 4)
Decision whether to comply or violate the rules is further influenced by the information

acquired from other connected entities. Association of entity i with other entities is defined
by the vector:

9i = (giv, - Gin), gip €{0,1},Vi,p € €. ®)
Associations between entities are symmetric (if entity i is connected to entity p, then p is also
connected to i):

{9ip | 9ip €{0,13 A gii = LA gip = gpi}, Vi, € E. (6)
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Possible values of the association vector are:

0, ifiand p are not conncected,

Gip = { 1, ifiand p are conncected, Vip€E. (7)

Entities also keep track of inspections’ history. At t, entity i knows the results of inspections
to which it was subjected in the last [ time intervals. The results of inspections known toi at t
are given with (8).

xi(®) = (h(t—1), ..., h(t = D),
h; €{0,a,b}, {t,l|t€ TAle TAN1<I<t}, abEN, Vi€E&. (8)
Possible values of the inspection history vector of entity i are:

a, ifinspector detected violation at t — u,

h,(t—u) = 0, ifiwasnotinspectedatt — u, ,
b, ifinspector detected compliance at t — u,
{fulue TA1<u<ly. 9)

Entities make rational decisions whether to comply with or violate each rule in O, by comparing
cost of compliance and expected punishment disutility. The expected punishment disutility of
entity i for violating rule j at ¢ is given with the product of proscribed penalty k; and entity’s

subjective assessment of the inspection probability at t: p;;(t). p;;(¢) is a valuation function:
pl](t) = f(cijlri'gi'Xi(t)'IC)’ Vie g, Vj € O, vte T. (10)

The subjective assessments of inspection probability at t of all the rules in O for the entity i
are contained in the vector:

pi(®) = (pir (), . P () {pij I Py € RAO<p; <1},VIi€EEVjEOVEE T (11)
In line with that, the subjective expected utility (SEU) function for the entity i at t is:

m
T[l(t) EZmaX [Cl]lplj(t)k]]'VLESIVte T. (12)
j=1
In line with the subjective assessments of the inspection probability and the resulting
decisions, the state of compliance of entity i with all the rules in O at t is given with the
vector:

Oi(t) = (Oil(t)l ""Oim(t))! Oi]' € {—1,1},Vl € S,VJ € 0, Vte T. (13)
Possible values of the compliance vector are:
=1, if ¢ <p;(t) - kj (violation),

0;(t) = 1, if ¢;>p;j(t) -k (compliance),
~U{-1,1}, if c;j=p;) -k; (random selection),
ViEEVEOVEE T. (14)

Features and behaviour of the inspector

Inspector’s main objective is to reduce the total number of violations in 7°. The total number
of violations is given with (15):

=Xt X Z;n=1 035(t). (15)
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It is important to note that the inspector does not know the total number of violations in T
and that he can, in general, observe only a very limited set of data. Namely, 7 is not aware of
entities’ true preferences and compliance resource needs; it can only make estimates based on
the known inspection history and his own knowledge about compliance resource needs. On
the other hand, inspector is aware that entities are rational in their decision-making.
Inspector’s knowledge of the compliance resource needs is contained in the vector:

d=(dy,...dy), {dj|d; €ER Ad; <0}, Vj €0, (16)

J keeps track of inspections’ history for the last [ intervals, [ € 7. The entire history of
inspections that is known to 7 at t is contained in the three-dimensional matrix S(t).
Correspondingly, the history of inspections of the entity i at t is:

st —1) - spt—1)
Sl(t) = E i E '
Sim(t—1) - Sim(t = 1)
s; €E{—1,01}, {t,I|t€e TAlE TAL<SI<t}LVIiEEVjEDOD. 17)

In other words, at ¢, inspector is aware of the result of inspection of the rule j in entity i that
was performed before u intervals and is given with (18):

—1, if att—uiwasinspected and o0;(t —u) = —1
sij(t—u)=4{ 0, if att—uiwasnotinspected ,
1, if att —uiwas inspected and o;i(t —u) =1
fulue TA1<u<l}. (18)

Furthermore, inspector’s inspection capacity is limited and at t it can perform only I
inspections of entity-rule pairs {i,j},i€ €, € O ,{Ic | Ic € N A0 < I < mn}. Therefore, at
t, J selects I(t) for inspection where I(t) € € X O,t € T. Or, in other words, inspection
selection is a function f(I¢,d, S(t)), where f: £ x 0 - I(¢).

Taking into account inspector’s knowledge and limitations, its goal is to use the available
inspection resources as efficiently as possible and to make, at every time interval, an optimal
selection of I pairs of entities and rules that it will inspect. To achieve that, inspector can
decide to use a number of strategies — from very basic strategies such as random or cyclic
selection® of inspection pairs, to more advanced strategies where future inspections are based
on inspections’ history, perceived resource needs of compliance or some combination
thereof. It is important to note that the ICARUS model is strategy-agnostic and allows use of
a plethora of inspection strategies.

The relationship between inspector and entities, as it was already stated, is characterized by a
significant information asymmetry and incomplete information. Table 1 summarizes the data
known to each of the parties at t.

Table 1. Knowledge of entities (agents) and inspector at t.

Entity i 1, €1 i Xi(0), pi(t), 0;(t)
Inspector S(),d, 1(t)
Common knowledge (all entities and the inspector) nmk, I

SIMULATION

A proof-of-concept simulation of a simplified variation of the ICARUS model was devised
and constructed to:

o verify the basic ideas and assumptions behind the proposed model,
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e to analyse whether different approaches to inspection will lead to significantly different

outcomes (primarily number of observed violations), and

e to examine whether constructing a simulation of the general model and its validation

would be justifiable.

Process flowchart of the simulated model with specification of variables that change values in

particular steps as well as their context is shown in Figure 3.

(D

|\ g

m, n, k, 19
/3 ¢ k
Inspector w ( Entity i
S,d J L ri, Oi, Xi, Ci, Qi
L )
y
a Y
Inspector w ( Entity i
() J L pi(t), oi(t)
L J
¢ NO
p Y
( Inspector W ( Entity i
L S(t) J L X
L J
End of
simulation

Figure 3. Process flowchart.

The simulation was performed in Microsoft Excel and Visual Basic for Applications while
statistical analysis was performed in R [37]. The full data set, complete simulation results and
statistical analysis can be found at http://dx.doi.org/10.6084/m9.figshare.2009472.

SIMULATION SCENARIOS

Performed simulation incorporates 4 scenarios. Each scenario models different approach to
inspection (different inspection strategy). The scenarios can be described as follows:
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1) random scenario. Inspector completely randomly (uniform distribution) selects I discrete
combinations of entities and rules {i, j} for inspection at every discrete time interval t. The
only limitation is that the same combination cannot be inspected more than once in one
interval. Random scenario is the baseline inspection strategy,

2) resource scenario. Inspector randomly selects entities and rules, but while all the entities
have the same probability of selection, probability of selection of different rules is defined
by the inspector’s opinion on the cost of compliance (vector d). The selection process can
be thought of as a variation of the Fitness proportionate selection algorithm [33], where d; has
the role of fitness of the rule j. Hence, the probability of inspecting rule j of a given entity i in
deC

n YL, di’

3) cycle scenario. Inspector iteratively selects all combinations of entities and rules, in a
cyclical fashion. That is, every entity-rule combination will be inspected before any
inspection combination is repeated. Cycle scenario reflects some traditional audit practices
e.g. that all audit areas have to be reviewed cyclically, at least once every three to five
years [34; p.250], and

4) cycle_resource scenario. As its name implies, this scenario is a combination of the Resource
and the Cycle scenarios. The entities are selected in s cyclical manner, while the rules are
selected on a resource-weighted principle. Hence, if entity i is selected for inspection at ¢,

the probability of inspection of rule j of that entity in that interval is p; = Emd’ =
k=1%k

tis pl] =

SIMULATION PARAMETERS

Scenarios have 10 discrete time intervals (“turns”) and each scenario was run 20 times. The
scenarios were run for only 10 intervals since in practice, successful inspection strategies would
have to produce good results rather quickly to be politically viable. Scenarios were run 20 times
to account for randomness (e.g. depending on the order in which rules are selected for inspection,
total number of violations might vary considerably) and provide averaged results. Furthermore,
repeated runs enable statistical analysis of end results (violations’ totals after 10 turns).

Scenarios are characterized by a set of static initial parameters which are the same for all
scenarios and all the runs. In the described simulation scenarios, inspection history has no
influence on the inspector's actions.

Table 2 presents simulation parameters that are not entity-specific, while entity-specific
parameters are displayed in Table 3.

Table 2. Simulation parameters that are not entity-specific.

Variable Value
Number of entities (n) 5
Number of rules (m) 3
Inspector’s inspection capacity (I.) 4
Impact of detected non-compliance (a) 2
Impact of detected compliance (b) 1
Fine for entity caught in violation (k; = ky = k3 = k) -10
Inspector’s assessment of cost of compliance with 1. rule -1
Inspector’s assessment of cost of compliance with 2. rule -2
Inspector’s assessment of cost of compliance with 3. rule -3
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Table 3. Entity-specific simulation parameters.

Entity (i) —Resource requirements () | pigy anetite (1)
j=1 j=2 ]=3
1. 1,50 2,40 3,00 12
2. 0,90 3,20 2,70 0.8
3. 0,90 2,40 3,90 1,0
4 20,60 ~1,60 2,10 11
3 1,40 2,00 4,50 13

The parameters were set according to empirical observations and some practical considerations.
The n and m parameters were given low values to simulate simple environment but to still
allow heterogeneity across entities’ through their risk appetite () and across rules through
related compliance costs (d, ¢). The I was set to be in line with the three to five years inspection
cycle (see section Simulation Scenarios). Risk appetites of entities vary =30 % around the risk
neutral position, where 3 entities are risk-takers, 1 entity is risk-neutral and 1 entity is risk-
averse. Fines or regulatory punishments for violation of all 3 rules were set to the same value,
to mimic a simple but realistic setting (see chapter Crime economics and human rationality).
Resource requirements (compliance costs) vary significantly across different rules, and even
across the same rule, but for different entities, to reflect differences in internal organization,
complexity, size, business model, etc. of different organizations. However, relative order of
rules’ compliance costs is the same for each entity. The values of compliance costs and fines
are meaningful in relation to each other.

In this setting, connections between entities are not set, i.e. gi, = 0,{i,p|iEEApE
E N\i # p}. Entities are not aware of the inspection strategies. Entity i can estimate inspection
probability at t based on its knowledge of the following variables: n,m, k, I, 1;, c;, x;(t). The
influence of inspection history and other parameters on entities and their subjective
assessment of inspection probability is defined by (19):

Ie 1 5 bt — )

_c- Mt —w

pij(t)_rlm7ﬂi[1+z:1 k+1
u=

The subjective assessment of inspection probability (19) also takes into account temporal
discounting [35] of results of previous inspections.

1 =5,i€[15],)€[1,3] (19)

Short simulation timeframe (10 turns) prevents introduction of more advanced learning
strategies that could be honed during a longer simulation run.

RESULTS AND DISCUSSION

On micro-level, simulation demonstrates anticipated behaviour of agents, which is expected
since micro-level behaviour is determined by the inbuilt rules of behaviour. Several
illustrations of predicted micro-level behaviour are:

1) Risk-taking entities violate rules more often than risk-neutral or risk-averse entities
(ceteris paribus). To provide an example: although entity 1 and entity 3 have the same
cost of compliance for rule 2, since entity 1 is a risk-taker and entity 3 is risk-neutral,
entity 1 sometimes violates rule 2, while entity 3 never does.

2) Rules with higher cost of compliance are violated more often then rules with lower cost of
compliance (ceteris paribus). For example, entity 3 is risk-neutral and entity 4 has slight
preference for risk-taking. Cost of compliance with rule 3 is, however, significantly higher
for entity 3. Hence, entity 3 violates rule 3 around 26 % of times (accross all runs and all
simulation scenarios), and entity 4 never violates the respective rule.
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3) Punishment (caught violation) deters entities from violation for some time, but if there are
no subsequent inspections, entities relaps to violation.

On macro-level, simulation again demonstrates expected behaviour. Inspections, in general,
reduced the number of violations in the system. Figures 4 and 5 show the results of all
simulation runs, grouped by analysed scenarios (inspection strategies). Each diagram presents
results of 20 runs of a 10-step simulation for each of 4 simulation scenarios. Abscissae
represent the number of steps, while ordinates represent the cumulative number of violations
observed in each step. Size of the dot represents the number of observations in a certain point,
while the line connects means of cumulative violations in each step. The shading around the
line presents 95 % CI (confidence interval).

Resource
25 n

20- . BE
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25

20-

15-
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Figure 4. Results of all runs for each scenario.
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Cycle Resource
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Figure 5. Results of all runs for each scenario.

Figure 6 shows violation totals for each run (after 10 steps), grouped by inspection strategies.
Boxplots present averaged values, while the dots present results of every single scenario. The
size of the dot represents the number of observations in a certain cross-section of the diagram.
Respective numerical results are presented in Table 4.

Results shown suggest that there is a significant difference in the cumulative number of
violations, dependent on the inspection strategy. One-way ANOVA was performed to test the
significance of observed differences in violations. The results confirm that significance,
F(3,76) = 21,27; MSE = 104,03; p << 0,001. Further examination of observed differences was
performed via the Tukey’s HSD test. Test results are displayed in the Table 5.

Presented results confirm that inspection strategies which considered resource needs performed
significantly better than the random strategy. Cycle-based strategies also achieved good results.
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Figure 6. The violations totals for each of 4 observed inspection strategies.
Table 4. Simulation Data Summary.

Simulation Scenario n Mean SD SE
Random 20 16,40 3,136 0,701
Resource 20 13,75 2,447 0,547
Cycle 20 12,70 1,342 0,300
Cycle_Resource 20 10,95 1,395 0,312
Total 80 13,45 2,942 0,329
Table 5. Results of the Tukey’s HSD test’.
Simulation Scenario Difference 95 % ClI Adjusted
Comparison of means Lower Upper p-value
Resource - Random —2,65 —4,487 —-0,813 0,0017*
Random - Cycle 3,70 1,863 5,537 0,0000**
Random - Cycle_Resource 5,45 3,613 7,287 0,0000**
Resource - Cycle 1,05 0,787 2,887 0,4417
Resource - Cycle_Resource 2,80 0,963 4,637 0,0008**
Cycle_Resource - Cycle -1,75 -3,587 0,087 0,0676

*adjusted p-value < 0,01
**adjusted p-value < 0,001

However, the result of cycle-based strategies should be taken with caution, since the relationship
between I, m and n in this setup is such that full cycle (inspection of all rules at all entities) can
be performed in less than 4 periods, which might be overly optimistic in some inspection
environments [26]. Furthermore, it is interesting to observe that Cycle Resource scenario
achieved better results than the Cycle scenario, albeit with borderline statistical significance.

CONCLUSION

This article presented ICARUS — an agent-based model for inspection of compliance to many
rules. The model was created to address the shortcomings of often-used approaches to the
inspection problem such as over-idealization of assumptions, narrowness of application and,
in particular, limitation to inspection of the one-inspectee-one-rule situations. The presented
model was implemented in a somewhat simplified setting (this includes simplification of
values of some parameters as well as rather small number of entities and runs) and the
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working hypothesis that conduct of inspections based on knowledge of resource needs for
compliance reduces total non-compliance in the system was tested.

The results are promising as conducted simulation demonstrated expected micro-level and
macro-level behaviour and showed that resource-focused inspection strategies perform
significantly better than random strategies and better than cycle-based strategies.
Furthermore, attained results encourage development of a full-scale model and related
simulation that should be subjected to extensive testing and validation. Further research
should also empirically validate significance and test characteristics of association between
compliance resource requirements and observed violation rates. The developed full-scale
model and its simulation should enable comparison of effectiveness of various inspection
strategies and, through parameter estimation and sensitivity analysis, identification of parts of
the parameter space in which those strategies achieve the best results.
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REMARKS

The views expressed in this article are those of the author and do not necessarily reflect the
views of the Croatian National Bank.

2James Madison was the fourth President of the US and had the key role in development of
the US Constitution and the Bill of Rights. He recognized a need for strong central
government while, on the other hand, promoting rights of individuals. His work left a lasting
effect on legal theory and on our understanding of proper principles and procedures of
democratic government [36].

®Description and explanation of game-theoretic concepts such as cooperative and non-
-cooperative game, imperfect and incomplete information, payoffs, pure and mixed
strategies etc. are beyond the scope of this article and can be found in [37].

“Calculations can be found in [12].

>Several terms and acronyms are used in literature: Agent-Based Modelling (ABM), Multi
Agent-Based Modelling (MABM), Agent-Based Simulation (ABS), Multi Agent Simulation
(MAS). The terms are sometimes used interchangeably, although their meanings are not identical.

REFERENCES

[1] Kroszner R.S. and Strahan, P.E.: Regulation and Deregulation of the U.S. Banking Industry:
Causes, Consequences and Implications for the Future.
In: Rose, N.L., ed.: Economic Regulation and Its Reform: What Have We Learned? University of
Chicago Press, pp.485-543, 2013,

[2] Testa, F.; Iraldo, F. and Frey, M.: The effect of environmental regulation on firms’ competitive
performance: The case of the building construction sector in some EU regions.
Journal of Environmental Management 92(9), 2136-2144, 2011,
http://dx.doi.org/10.1016/j.jenvman.2011.03.039,

[3] Becker, G.S.: Crime and Punishment: An Economic Approach.
The Journal of Political Economy 76(2), 169-217, 1968,

[4] Rubinstein, A.: Modelling Bounded Rationality.
The MIT Press, Cambridge, 1998,

[5] Simon, H.A.: Theories of bounded rationality.
Decision and Organization 1(1), 161-176, 1972,

[6] Rauhut, H. and Junker, M.: Punishment Deters Crime Because Humans Are Bounded in
Their Strategic Decision-Making.
Journal of Artificial Societies and Social Simulation 12(3), 2009,

293


http://dx.doi.org/10.1016/j.jenvman.2011.03.039

S. Smojver

[7] Turocy T. and von Stengel, B.: Game theory.

In: Bidgoli, H., ed.: Encyclopia of Information Systems. Academic Press, pp.403-420, 2001,

[8] Dresher, M.: A sampling inspection problem in arms control agreements: A game-theoretic
analysis.

RAND CORP, Santa Monica, 1962,

[9] Avenhaus, R.; von Stengel, B. and Zamir, S.: Inspection Games.

In: Aumann, R.J. and Hart, S., eds.: Handbook of Game Theory. North-Holland, Amsterdam,
pp.1947-1987, 2002,

[10]Hohzaki, R.: Inspection Games.

In: Cochran, J.J., ed.: Wiley Encyclopedia of Operations Research and Management Science.
Wiley, pp.1-9, 2013,

[11] Kolokoltsov, V.; Passi, H. and Yang, W.: Inspection and crime prevention: an evolutionary
perspective.
arXiv:1306.4219 [math.OC], 2013,

[12] Tsebelis, G.: Penalty has no Impact on Crime: A Game-Theoretic Analysis.

Rationality and Society 2(3), 255-286, 1990,
http://dx.doi.org/10.1177/1043463190002003002,

[13]Rauhut, H. and Jud, S.: Avoiding Detection or Reciprocating Norm Violations? An
experimental comparison of self-and other-regarding mechanisms for norm adherence.
Soziale Welt 65, 153-184, 2014,
http://dx.doi.org/10.5167/uzh-95628,

[14] Andreozzi, L.. Rewarding Policemen Increases Crime. Another Surprising Result from
the Inspection Game.

Public Choice 121(1/2), 69-82, 2004,
http://dx.doi.org/10.1007/s11127-004-6166-X,

[15] Pradiptyo, R.: Does punishment matter? A refinement of the inspection game.
Review of Law & Economics 3(2), 197-219, 2007,
http://dx.doi.org/10.2202/1555-5879.1099,

[16] Deutsch, Y. and Golany, B.: Multiple agents finitely repeated inspection game with dismissals.
Annals of Operations Research 237(1), 7-26, 2014,
http://dx.doi.org/10.1007/s10479-014-1703-6,

[17]Axtell, R.: Why Agents? On the varied motivations for agent computing in the Social
Sciences.

Working Paper 17, Center on Social and Economic Dynamics, 2000,

[18] Shoham, Y. and Leyton-Brown, K.: Multiagent systems: Algorithmic, game-theoretic,
and logical foundations.

Cambridge University Press, Cambridge, 2008,

[19] Macal, C.M. and North, M.J.: Tutorial on agent-based modeling and simulation.
Proceedings of the 37" conference on Winter simulation, Winter Simulation Conference, 2005,

[20] Macal, C.M. and North, M.J.: Tutorial on agent-based modelling and simulation.

Journal of Simulation 4(3), 151-162, 2010,
http://dx.doi.org/10.1057/j0s.2010.3,

[21] Groff, E. and Mazerolle, L.: Simulated experiments and their potential role in criminology
and criminal justice.

Journal of Experimental Criminology 4(3), 187-193, 2008,
http://dx.doi.org/10.1007/s11292-008-9058-0,

[22] Bloomquist, K.M.: A comparison of agent-based models of income tax evasion.

Social Science Computer Review 24(4), 411-425, 2006,
http://dx.doi.org/10.1177/0894439306287021,

[23] Bloomquist, K.M.: Agent-Based Simulation of Tax Reporting Compliance. Ph.D. Thesis.
University of Illinois, Urbana, 2012,

[24] Pellizzari, P. and Rizzi, D.: A Multi-Agent Model of Tax Evasion with Public Expenditure.
Working Paper Series No 15, Department of Economics — University Ca’Foscari of Venice, 2011,

294


http://dx.doi.org/10.1177/1043463190002003002
http://dx.doi.org/10.5167/uzh-95628
http://dx.doi.org/10.1007/s11127-004-6166-x
http://dx.doi.org/10.2202/1555-5879.1099
http://dx.doi.org/10.1007/s10479-014-1703-6
http://dx.doi.org/10.1057/jos.2010.3
http://dx.doi.org/10.1007/s11292-008-9058-0
http://dx.doi.org/10.1177/0894439306287021

Inspecting compliance to many rules: an agent-based model

[25] Zaklan, G.; Westerhoff, F. and Stauffer, D.: Analysing tax evasion dynamics via the Ising
model.
Journal of Economic Interaction and Coordination 4(1), 1-14, 2009,
http://dx.doi.org/10.1007/s11403-008-0043-5,

[26] Quesada, F.J.M.; Tapia, E.; Llacer, T. and Noguera, J.: Tax compliance, rational choice,
and social influence: An agent-based model.
Revue Francaise de Sociologie 55(4), 765-804, 2014,
http://dx.doi.org/10.3917/rfs.554.0765,

[27] Meder, Z.Z.; Simonovits, A. and Vincze, J.: Tax morale and tax evasion: Social preferences
and bounded rationality.
Economic Analysis and Policy 42(2), 257-272, 2012,

[28] Malleson, N.; Heppenstall, A. and See, L.: Crime reduction through simulation: An
agent-based model of burglary.
Computers, Environment and Urban Systems 34(3), 236-250, 2010,
http://dx.doi.org/10.1016/j.compenvurbsys.2009.10.005,

[29] Smojver, S.: Analysis of Banking Supervision via Inspection Game and Agent-Based
Modeling.
Proceedings of the 23 Central European Conference on Information and Intelligent Systems,
Faculty of Organization and Informatics, Varazdin, 2012,

[30]Weber, E.U. and Milliman, R.A.: Perceived risk attitudes: Relating risk perception to
risky choice.
Management Science 43(2), 123-144, 1997,
http://dx.doi.org/10.1287/mnsc.43.2.123,

[31] Kahneman, D. and Lovallo, D.: Timid choices and bold forecasts: A cognitive perspective
on risk taking.
Management Science 39(1), 17-31, 1993,
http://dx.doi.org/10.1287/mnsc.39.1.17,

[32]Harstad, R.M. and Selten R.: Bounded-rationality models: tasks to become intellectually
competitive.
Journal of Economic Literature 51(2), 496-511, 2013,
http://dx.doi.org/10.1257/jel.51.2.496,

[33]Hancock, P.J.: An empirical comparison of selection methods in evolutionary algorithms.
Evolutionary Computing 865, 80-94, 1994,
http://dx.doi.org/10.1007/3-540-58483-8 7,

[34]Pickett, K.H.S.: Audit planning: A risk-based approach.
John Wiley & Sons, 2006,

[35] Karniol, R; Ross, M.: The motivational impact of temporal focus: Thinking about the
future and the past.
Annual Review of Psychology 47(1), 593-620, 1996,
http://dx.doi.org/10.1146/annurev.psych.47.1.593,

[36]Held, D.: Democracy and the global order: from the modern state to cosmopolitan
governance.
Stanford University Press, 1995,

[37] Geckil, I.K. and Anderson, P.L.: Applied game theory and strategic behaviour.
CRC Press, Boca Raton, 2009,

[38] R Core Team: R: A language and environment for statistical computing.
Resources, R Foundation for Statistical Computing, Vienna, 2015,

[39] Deutsch, Y.; Golany, B. and Rothblum, U.G.: Determining all Nash equilibria in a
(bi-linear) inspection game.
European Journal of Operational Research 215(2), 422-430, 2011,
http://dx.doi.org/10.1016/j.ejor.2011.05.054.

295


http://dx.doi.org/10.1007/s11403-008-0043-5
http://dx.doi.org/10.3917/rfs.554.0765
http://dx.doi.org/10.1016/j.compenvurbsys.2009.10.005
http://dx.doi.org/10.1287/mnsc.43.2.123
http://dx.doi.org/10.1287/mnsc.39.1.17
http://dx.doi.org/10.1257/jel.51.2.496
http://dx.doi.org/10.1007/3-540-58483-8_7
http://dx.doi.org/10.1146/annurev.psych.47.1.593
http://dx.doi.org/10.1016/j.ejor.2011.05.054

